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List of Acronyms 

 
API Application Programming Interface 

AP Access Point 

EAP Extensible Authentication Protocol 

EWFN Easy WiFi Network 

GUI Graphical User Interface 

IP Internet Protocol 

IT Information Technology 

LAN Local Area Network 

OEM Original Equipment Manufacturer 

OS Operating System 

SDK Software Development Kit 

SSID Service Set Identifier 

STA Station 

UAM Universal Access Method 

UI User Interface 

UUID Universally Unique Identifier 

VoIP Voice over IP 

WFA Wi-Fi Alliance 

Wi-Fi Wireless Fidelity, aka 802.11 

WISPr Wireless Internet Service Provider Roaming 

WLAN Wireless LAN 

WPA Wi-Fi Protected Access 

WPS Wi-Fi Protected Setup 

WZC Windows Zero Config 
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Introduction to Easy WiFi 
 

Wi-Fi has proven to be an incredibly successful technology, with hundreds of millions 

of Wi-Fi laptops shipped, millions of home and corporate networks deployed, and 

hundreds of thousands of public hotspots put into operation.  But now Wi-Fi is 

entering a new era of growth – one where billions of new Wi-Fi-enabled devices will 

make their way into consumers’ hands.  Increasingly, these devices will be dual 

mode handsets which can provide high performance service to users while reducing 

data traffic demands on the cellular infrastructure.  In-Stat predicts over 140 million 

dual mode handsets will be shipped in 2010 alone1 and nearly 190 million in 2011.  

This number represents 20% of the total Wi-Fi chipsets to be shipped in 2010, up 

from 6% only a few years ago.  Moreover, the number of public hotspots is expected 

to grow by 18% from 2010 to 2011, with over 500,000 deployed in 2012.  With Wi-Fi 

connectivity now a de-facto feature in handsets and many other portable devices, 

Wi-Fi hotspot connectivity is quickly becoming a must-have user requirement. 

 

In order for handset Wi-Fi hotspot connectivity to be successful, Wi-Fi enabled 

devices must be easy to use and be able to access content and applications with the 

absolute minimum of intervention by their users.  Moreover, to maximize 

convenience and value, the devices should be able to gain access to a very wide 

range of locations.  

 

It is with these requirements in mind that Devicescape offers Easy WiFi.  

Devicescape Easy WiFi enables wireless devices to automatically connect to public 

Wi-Fi hotspots, personal home Wi-Fi networks and office Wi-Fi networks.  Whenever 

a device comes within range of a Wi-Fi network to which it has access rights, it will 

automatically connect itself to that network without user interaction.  The experience 

is much like obtaining a cellular network with a cell phone.  

 

With Easy WiFi, users avoid the hassles of Wi-Fi technology.  There’s no need to 

configure wireless settings, start-up a browser just to login, or tediously enter 

usernames, passwords and security keys with a keypad, stylus or scroll wheel.  Users 

experience simple and fast wireless connectivity wherever they go. 

 

Devicescape also provides a virtual public hotspot network which can be used with 

Easy WiFi.  The Easy WiFi Network is aggregates public hotspots which have 

typically been setup to provide free network connectivity as an amenity for citizens 

and customers.  By providing simple, automated access to these unmanaged 

hotspots, and through monitoring of their capabilities, the Easy WiFi Network can 

present a huge, global footprint of hotspots as if it were a seamless, single network. 

 

For manufacturers of Wi-Fi devices, Easy WiFi enables the creation of products with 

out-of-the-box, global connectivity, which can be extended, as required, with 

premium hotspot access.  With effortless connectivity, customer satisfaction goes up, 

support calls and returns go down, and a manufacturer’s overall brand is enhanced.  

Device vendors gain increased flexibility to partner and co-market with wireless 

service providers.  The Easy WiFi Network can provide basic connectivity for the 

device, and service provider partnerships can be established as demand grows or 

end-user needs are better understood.  Since Easy WiFi is integrated with most WiFi 

networks, there is no need for additional development when providers are selected, 

nor is there a need to update the firmware of deployed devices. 

                                                 
1
 The Wi-Fi Chipset Market – Portable Connectivity Applications Drive Volumes, In-Stat  
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For wireless service providers, Easy WiFi supplements the provider’s existing Wi-Fi 

hotspot coverage with automatic support for roaming partners and the Easy WiFi 

Network to provide maximum Wi-Fi connectivity for the user.  Mobile operators can 

more easily utilize Wi-Fi to deliver rich media services while offloading traffic from 

their cellular network.  Service providers can expand their services beyond laptops to 

the burgeoning wave of Wi-Fi phones, game systems, media players, cameras and 

other devices.  Service providers can craft new types of service plans that segment 

their markets on the basis of device type and application.  Providers additionally gain 

the flexibility to support devices from many vendors on their networks without 

having to craft complicated integration deals with each manufacturer.  And, Easy 

WiFi will improve the experience of their subscribers and lower the cost of support.   

 

Easy WiFi can also substantially reduce the cost of producing a connected device.  

Without Easy WiFi, a device capable of public Wi-Fi network access would require the 

incorporation of a browser or sophisticated user interface, increasing developer time, 

hardware cost (display, flash, input methods) and potentially requiring additional IP 

licenses.  More than just a basic browser would be required as many public Wi-Fi 

login pages use Javascript and/or other non-HTML features. In a mass production 

consumer device, all these additional costs can eliminate any margin or make a 

device utterly uncompetitive from a price perspective.   Easy WiFi, however, can 

provide for complete network access on the simplest and lowest-cost devices. 

 

Consumer devices with wireless networking capabilities are notorious for being 

challenging for consumers to use, resulting in very high support call rates and 

product returns.  Research by Intel showed that consumer Wi-Fi devices experience 

a 30% return rate and an average of two support calls per unit shipped.  Easy WiFi 

helps to slash these rates by eliminating complex steps.  Users won’t have to 

struggle with complicated configuration steps or need to understand arcane wireless 

networking technology.  They’ll just switch their device on, and if a supported 

network is available, it will connect. 
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The Devicescape Easy WiFi System 
 

Devicescape Easy Wi-Fi provides the most comprehensive Wi-Fi connectivity solution 

in the industry.  Devicescape can provide OEM’s and service providers with the ability 

to effortlessly detect and connect to desired Wi-Fi networks, using industry-standard 

networking protocols. 

 

The complete Easy Wi-Fi connectivity solution is composed of several functional 

blocks: 

 

 
 

Devicescape provides an Easy WiFi SDK for developers to create a custom solution 

for a supported platform, or to port Easy WiFi to other platforms.  Devicescape Easy 

WiFi supports a broad range of platforms, as described below. 

 

 

Platform Hotspot Login Supplicant 

Android 1.5+ Yes Yes 

Windows Mobile 5/6 Yes Yes 

Windows Mobile 7 Yes  

Windows XP Yes Yes 

Windows Vista/7 Yes  

Linux Yes Yes 

Nokia Symbian Yes  

Apple iPhone/iPad/iPod Yes  

Mac OS X Yes  

 

 

Managed 

Supplicant 

 

Hotspot Login 

 

Devicescape 
Servers 

The Easy WiFi supplicant provides the device with the 

necessary Wi-Fi authentication and cryptography key 
generation for the Wi-Fi connection.  All industry-
standard personal and enterprise authentication modes 

are supported, including WPS and optional support for 
CCX.  This component is optional for the hotspot login 
feature if a suitable supplicant already exists on the 
device. 

After the device has associated with the Wi-Fi 

hotspot, the Easy Wi-Fi Hotspot Login client can 
detect the presence of a captive portal and 

automatically connect the user to the internet if valid 
login credentials are available.  No browser is 
required. 

The Devicescape servers work with the Hotspot Login 

client to perform automated hotspot login by 
providing a central repository for information on 
hundreds of thousands of hotspot locations around 
the world.   By maintaining this information on the 
server, the Easy WiFi Hotspot Login client 
implementation on the device is kept extremely 
simple with a very small code size footprint. 
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Easy WiFi Automated Hotspot Login 
 

Wi-Fi networks are proliferating throughout public spaces, with premium commercial 

networks in high-value locations like airports and hotels and an increasingly 

fragmented “long tail” of small networks scattered across the urban landscape.  Most 

public Wi-Fi networks are designed for users of notebook computers, and involve a 

captive portal sign-in process where the user enters a username and password via 

a web browser on a “splash page” presented by the network operator.  Easy WiFi is 

designed to completely automate the process of connecting to these networks, 

avoiding the complexity and usability challenges which impact the value of the device 

and service. 

 

Easy WiFi not only automates the Wi-Fi connection, but it can also greatly expand 

the Wi-Fi footprint available to the user with roaming support and the Easy WiFi 

Network, as well as offer additional network and location services, as described 

below. 

 

Roaming with Easy WiFi 
 

Wi-Fi roaming is a major source of frustration.  Users with paid hotspot accounts are 

confronted by unfamiliar networks and login pages with partner selections deep in 

the menu structure or even in different languages.  In many cases the user is not 

even aware the roaming agreements in their service plan allow them access to 

certain networks.  This leads to service avoidance, reduced revenues and high 

support costs.  

 

Easy WiFi alleviates these problems by automating the process of connecting to a 

network operator’s roaming partners. The Devicescape Service maintains roaming 

relationships and understands which networks to associate with and how to perform 

roaming authentication.  Because the roaming relationships are maintained in a 

central location on the Devicescape servers, updates are immediately available to all 

users.  This allows quick and seamless access to any roaming network for which the 

user’s accounts are valid, even as roaming relationships evolve. 

 

The Easy WiFi Network 
 

Devicescape has assembled a database of free and open hotspots known as the Easy 

WiFi Network.  Each of these hotspots has been verified for internet connectivity. 

One can think of the Easy WiFi Network as a free, default hotspot network.  The Easy 

WiFi Network has a very large global access footprint and is growing every day.    

 

There are millions of open and free hotspots all around the world, in businesses, 

homes, and public spaces.  They're everywhere, but completely chaotic.  Their 

location, capabilities, quality, legal status, and ownership are all unknown and 

uncontained, making it difficult for them to be usable separately as a service.  

Devicescape has the capability to sort through these uncoordinated networks to 

construct and maintain a virtual public network.  Using hotspot data collected from 

Devicescape clients, Devicescape is able to produce a map of access locations which 

is accurate and up to date.  If a location moves or switches off, Devicescape is able 

to detect that and make updates accordingly. 

 

While open networks are commonplace, it is often difficult to distinguish intentionally 

and unintentional availability. In recognition of this issue Easy WiFi allows users to 
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switch open network access on or off. When off, the Easy WiFi client will only 

automate access to personal networks and hotspots selected in the users Easy WiFi 

account. 

 

If users have credentials with paid networks (e.g. Boingo, T-mobile, iPass), or 

credentials with private networks (e.g. home or enterprise networks), they may add 

those additional credentials to their Devicescape account via the web portal.  The 

user’s entire Wi-Fi footprint then becomes the aggregate of the Easy WiFi Network 

combined with any additional networks that the user has added, as shown in Figure 

1 below. 

 

 

Easy WiFi Network
¶ Hundreds of thousands of free and open hotspots 

worldwide

Userôs Private Networks
¶ Home

¶ Work

Userôs hotspot subscriptions
¶ E.g. Boingo, T-Mobile, AT&T

¶ Automatically includes all roaming 
partners

Complete Easy WiFi footprint

 
 

Figure 1:  User Wi-Fi footprint with Easy WiFi 
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Wi-Fi Geo Location Services 

Devicescape can provide precise geo location data and connection quality information 

for most hotspots, which allows devices to implement a mapping interface to visually 

display the nearest connectable hotspot and connection quality information to the 

user.  Several of the Devicescape Easy WiFi consumer clients already contain this 

mapping feature. 

 

Location-reporting 

 

Devicescape learns geo locations by “location-reports” from devices which is used to 

build a hotspot database which can store the geo location/quality of access points.  

Every time any device (Netbook, smartphone, etc.) communicates with Devicescape, 

it sends a “location report” which updates the database with location data and with 

network quality data.  It is also possible to update and augment this location data 

through a Web API that Devicescape provides.  This Web API allows location data to 

be “fleshed out” with additional information such as “floor” and “venue name”. 

 

Using the geo location databases, Devicescape can enable OEMs and service 

providers to implement extremely low cost location-based services on the device by 

providing the geo location of the hotspot the user is currently connected with.  This 

can be done without the need for a 3G chip, 3G operator fees, 3G power 

consumption, GPS chip, or GPS power consumption.  It can also be used to 

complement existing GPS functionality in locations where GPS is not available. 

 

How Easy WiFi Hotspot Login Works 
 

Easy WiFi supports UAM and WISPr-based public Wi-Fi networks and can use several 

methods to provide user access to a public hotspot network, as described below. 

 

Method 1: Login through stored information 

 

Every time the Easy WiFi client makes a new network connection, it can check for 

updates from the Devicescape web service to see if any new user networks and login 

information need to be downloaded to the device.  These updates can originate from 

the service provider after the user signs up for a hotspot service, or from the user 

adding networks directly through the Devicescape web portal. 

 

When the user is within range of a known Wi-Fi hotspot, Easy WiFi will have the 

necessary login information available locally on the device to connect the user to the 

hotspot.  If the login fails or the information is not available on the device, the Easy 

WiFi client will attempt another login method, as described below. 

 

Method 2: Retrieving login information dynamically 

 

If the device is within range of a known hotspot and no login information is available 

locally on the device, Easy WiFi will associate to the hotspot access point and will try 

to obtain the login information from the Devicescape web service. 

 

As illustrated in Figure 2 below, the device first detects the presence of the network, 

associates with the local access point (AP), and gets an IP address.  This initial set of 

actions triggers the Easy WiFi client to see if the network is openly accessible without 

a login.  If so, which may be the case in certain open hotspots, the client notifies the 

user that a connection is available and takes no further action.  But if not, as is 
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usually the case, the client then sends a message to the Devicescape web service 

(step 1 in Figure 2). The message contains the identity of the network (both its SSID 

and BSSID) and the unique identifier for the device.   

 

The Devicescape web service receives this message and uses the contents to look up 

the access credentials (username & password) necessary to login to the public 

network.  Since each public network service provider has a unique set of pages for 

their web login portals, the web service must also retrieve instructions on how to 

navigate these pages and submit the access credentials.   

 

 

Internet

Device with 

Easy WiFi client

Devicescape 

Servers

Network Operator

AAA Servers

Public Network

Access Point

1.  Easy WiFi client sends unique device ID 

and network ID to Devicescape servers

2.  Server responds with navigation instructions 

     for login, and user credentials if required

3.  Easy WiFi client navigates through login 

process and provides required credentials

 
Figure 2:  Authentication process at a public hotspot 

 

 

 

Once the access credentials and navigation instructions have been retrieved, this 

information is inserted into a return message sent back to the device (step 2 in 

Figure 2).  The device receives the message, extracts the access information, and 

uses this information to login to the public network.   

 

Actual authentication of the device is done with the service provider’s standard 

Authentication, Authorization, and Accounting (AAA) infrastructure (step 3 in Figure 

2).  There is no need for service providers to make changes to their infrastructure to 

accommodate this approach, and there is no need for a browser to be used on the 

device to facilitate the login.  Users gain quick connectivity without complex steps 

and small, simple devices without browsers can be supported.  With such 

automation, WiFi is more likely to be used, with a reduction in end user support. 
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Using a patent pending mechanism, the Easy WiFi client is able to communicate with 

the Devicescape web service prior to authentication using standard networking 

protocols.  Service providers do not need to re-configure their software or hardware, 

white-list the Devicescape web service or Easy WiFi enabled devices, nor deploy any 

additional technology to enable this communication.   

 

It’s important to emphasize that communication between the client and web service 

takes place prior to authentication on the public network.  This enables access 

credentials and captive portal webpage navigation instructions to be maintained 

entirely by the Devicescape web service and supplied on demand to the device.  It 

enables new networks to be immediately added to the collection already accessible 

by any given device, “future-proofing” without expensive and risky mass updates to 

the installed base of devices.  Moreover, if the login web pages or procedures for a 

network change, new instructions are made available to devices as soon as the web 

service is updated.  With this server-based approach there’s no need to roll-out 

expensive and complicated firmware updates to handle new and modified networks.  

 

Method 3: Local user input of login information 

 

Finally, if the user has associated to a known hotspot and there is no login 

information provided locally on the device and no user credentials are available by 

contacting the Devicescape web service, the Easy WiFi client can then ask the user 

directly to input the credentials on the device to gain access.   

 

This feature is especially useful for hotspot locations that use a one-time code or 

password, or if the user’s credentials for a service provider have recently changed 

and need to be updated.  The user simply provides the credential without having to 

navigate a login web page, and this information is saved for future logins. 

 

Displaying Information pages during login and logout 
 

Although Easy WiFi automates the process of logging a user into a public hotspot 

network, sometimes the service provider would like to provide additional information 

after a successful login or logout which would benefit the user, such as store 

promotions or other services that are available. 

 

Easy WiFi can be customized to automatically display additional information during 

login/logout.  Because the user and device type is known, the content can even be 

tailored specifically for the user and device display. 

 

Connecting to Personal and Enterprise Wi-Fi 
 

Easy WiFi makes it simple for a Wi-Fi device user to configure their device to access 

secure private networks such as their home Wi-Fi or office network.  With Easy WiFi, 

the user can provision their wireless devices from the Devicescape web portal the 

same way they would add new hotspot networks.  This approach enables transparent 

setup of user’s devices - perhaps by a service provider - and allows for simplified and 

secured sharing of the user’s network with other Easy WiFi users. 

 

As shown in Figure 3 below, a user can enter profile information for their personal 

networks using the web portal at easywifi.com. These networks may include their 

home network or other personal networks for which they know the SSID and the 

WEP or WPA/WPA2 Personal security key (if any).   
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Devicescape 

Servers

Wi-Fi

Router
1. User adds their personal

 Wi-Fi networks via 

Devicescape website

2. Device is provisioned over-

the-air with personal network 

profiles

3. Device automatically 

connects to personal 

networks

 
Figure 3:  A user adds personal networks to their Devicescape account 

 

Once a user has added personal networks, the profiles for these are provisioned 

“over-the-air” into the user’s device.  Each time the device gains a network 

connection, the Easy WiFi client will check with the Devicescape web service to 

determine whether new network profiles need to be provisioned.  This network 

synchronization allows new personal networks to be added and propagated to the 

user’s devices, as well as authorization to be revoked.  

 

Easy WiFi allows the hotspot login and personal network configuration features to be 

combined together to access public hotspots that require an encrypted connection 

such as a WEP key, WPA-PSK passphrase, or 802.1X authentication such as EAP-

SIM.  Easy WiFi will take care of automatically associating the device to the secure 

Access Point and automatically logging the user into the hotspot service to give 

network access. 

 

Without Easy WiFi, this would be a long and complicated process to first configure 

the Wi-Fi manager on the device and then use a web browser to login to the hotspot 

service. 
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The Device and User Registration Process 
 

The Devicescape Easy WiFi service relies on unique identification of devices and 

users within the system. The process of identifying devices and users is known as 

"registration," and can work in a number of different ways to accommodate a good 

out of the box experience. 

 

The first time an Easy WiFi enabled device connects to the Internet, the Devicescape 

service is contacted and assigns a universally unique device identifier (UUID) to the 

new device. The service also creates a user account to which the device is 

associated. This initial connection can be made via any form of network and be done 

by in the factory or after shipment. The connection could be an open or pre-

provisioned Wi-Fi network, cellular data on a dual mode phone, or a USB connection 

to a PC that is itself connected to the Internet. 

 

At this point in time, the device can be provisioned in several different ways, 

depending on the needs of the device manufacturer or service provider. If the device 

has a unique characteristic, such as a serial number, IMEI or ESN, the Easy WiFi 

account can be setup with appropriate credentials. For example, a device could be 

provisioned to connect to the Easy WiFi Network and a commercial Wi-Fi network.  

This “footprint” is completely customizable, allowing new devices to be given the 

desired service without any user intervention.   

 

Of course, the manufacturer can allow the user to make this selection process by him 

or her self, or use a combination approach where the account is setup with default 

access and the user is able to customize with his or her own networks.  The choice of 

setup and management experience is quite flexible.  Everything can be left “behind 

the scenes” or the user can use a client UI on the device, on the web, or integrated 

in another application or management system. 

 

An example of registration which shows a combination approach is illustrated below 

in Figure 4. 
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Figure 4: The registration process 
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While much can be accomplished in any anonymous mode without explicit user 

registration, the user may wish to signup for the additional capabilities offered 

through explicit user registration.  This creates a named account for the user, into 

which all his or her devices can be placed. 

 

The user can create a named account via the 

consumer portal on their personal computer or via 

a mobile version of the consumer portal directly on 

the device. In addition, a device can implement 

tightly integrated sign-up mechanisms using Easy 

WiFi web service APIs. 

 

If an anonymous account is converted to a named 

account, any information stored in the anonymous 

account is maintained. Similarly, anonymous 

account information can be merged into an 

existing named account, keeping any device, 

credential, and usage information present in the 

anonymous account (this allows new or additional 

devices which have been registered anonymously 

to be assigned into an existing user account). 

 

A registered account allows a user to manage 

multiple Wi-Fi devices through a more convenient 

user interface. The user can suspend and 

reactivate delivery of the Devicescape service to the device, or permanently delete 

the device from their account. In the event a user’s device is lost, stolen or sold, 

they can quickly disable its network services to prevent their service plans from 

being abused. 

 

Growing the Hotspot Network 
 

The Easy WiFi client can automatically capture information about new network 

providers that are not already supported by Devicescape. In most cases these new 

networks can be added quickly. Once added, the new provider is available for any 

Easy WiFi user. 

 

This powerful capability allows a virtually unlimited number of networks to be 

supported, and for users to receive automated access in locations that are personally 

relevant. All the network provider information is stored on Devicescape servers, 

avoiding the need to update a potentially extremely large device population, and 

allowing low-cost devices with no local storage to be configured to access many 

different networks. 

 

Custom and Locked Network Footprints 
 

The Easy WiFi client can be customized to support specialized network footprints. 

The footprint can range from a single service provider network (i.e. "locked") 

through to being completely "unlocked" to allow choice by the end user.  Almost any 

combination of providers is supported in any one footprint. 

 

This approach allows a device manufacturer to use a single software solution to 

provide products which are locked to the networks of their service provider partners, 

making only small configuration file changes for each product line. Or, a service 

Identity and Security 
 
A critical part of this device 
registration procedure is the 
sharing of a license key, the UUID, 
and an AES encryption key between 
the device and the Devicescape 
service.   
 
The license key ensures that the 
Connect client has been properly 
licensed. The UUID is used in all 
subsequent communications 
between the device and web 
service, and ensures that the 
appropriate credentials are 
delivered reliably to a device.  The 
encryption key is used to robustly 
encrypt all communications 
between the device and the web 
service.  
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providers could distribute locked and branded versions of Easy WiFi through their 

own distribution channels and device partners. 

 

Network footprints can be manufactured into a device through a small configuration 

file. Footprints can also be changed dynamically in the aftermarket, if required, 

including allowing a locked device to be fully unlocked by the end-user. 

 

Mapping Service Plans to Devices 
 

Devicescape Easy WiFi will enable service providers to define new types of service 

plans, and to better regulate how those plans are used. Today, most service 

providers cannot determine the type of device that is logging onto their network – it 

may be a laptop, a PDA, a smart phone, or some other type of device. Easy WiFi, 

however, knows exactly what kind of device is gaining access and is thus able to 

ensure that a particular access plan is applied to a specific type of device. 

 

Service providers can use this capability to segment plans for specific types of 

devices, such as converged phones or media players. Each plan can have its own 

terms of service, pricing, and quality of service. By designing service plans that are 

tailored to the needs of different devices, service providers will be better able to 

segment their markets and optimize their revenue streams.  In addition, the Easy 

WiFi architecture allows a service provider to enforce its terms of service with 

respect to different service plans.  For example, a service provider with a $7.95 per 

month voice-over-Wi-Fi plan will be able to block laptop users from using this same 

plan, and drive these users to a more lucrative $29.95 per month laptop 

subscription. 

 

Ensuring Security  
 

The contents of all messages sent between the Easy WiFi client and the Devicescape 

web service are encrypted in order to ensure the security and integrity of the system 

and the users’ personal information.  A device’s UUID is communicated in such a 

fashion that it can be verified by the Devicescape web service, and not sniffed over 

the air or while in transit across the Internet.  Communications are also protected 

against man-in-the-middle attacks with a mutual authentication protocol.  The 

HMAC-SHA1 hashing algorithm is used to create signatures that authenticate the 

identity of a device, and messages are encrypted using the AES block cipher.  

 

In addition, the Easy WiFi client verifies the authenticity of public Wi-Fi network 

access points by means of client-side certificate validation prior to logging into the 

network.  This ensures that the device is not accessing an “evil twin” access point 

that is masquerading as a legitimate access point in an attempt to collect usernames 

and passwords. This makes many devices running the Easy WiFi client more secure 

than those not running it. In addition, devices never retain access credentials, 

making them much less likely to be abused in the event they are lost or stolen.  

 

Devicescape also maintains all user data in an encrypted form. Even if the 

Devicescape servers become compromised by malicious attackers, all user data is 

protected.  Moreover, Devicescape does not export user data outside of the secure 

data center where the servers are maintained.  Data provided to Devicescape 

partners is only supplied in a summarized, aggregated format.  To preserve the 

privacy of users, no data about individuals or their behavior is accessible to external 

parties. For more information on Devicescape’s privacy policies, see 

www.easywifi.com/privacy.  

http://www.easywifi.com/privacy
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Porting the Hotspot Login client to a New Platform 
 

The Easy WiFi client software is available to qualified partners in source code format 

and can be ported to virtually any manufacturer’s device design.  To run the Easy 

WiFi client, a manufacturer’s device platform must support the ANSI C library, plus a 

few common string manipulation functions.  For supplicant functionality, Devicescape 

Easy WiFi also supports the NDIS5 and NDIS6 WLAN driver interfaces on Microsoft 

Windows devices, and Linux ioctl() WLAN driver interfaces for many popular WLAN 

chipsets. 

 

Devicescape includes the following support functions and libraries with Easy WiFi, or 

the developer can use versions already resident on the device platform.   

 

¶ Pseudo-random number generator 

¶ Universally unique identifier (UUID) generator 

¶ HMAC-SHA1 and AES crypto  

¶ TLS/SSL library 

¶ HTTP client 

¶ Reference GUI 

 

 

The Easy WiFi client requires as little as 100 KB of non-volatile memory on a device, 

depending on the overall configuration.  To estimate memory requirements for a 

specific implementation, please contact Devicescape. 

 

Devicescape includes a reference GUI for many operating system platforms, which 

can be customized by the developer or incorporated directly into the user application.  

Some of the reference GUI implementations include a dynamically-loaded map with 

hotspot locations. 

 

Typical GUI requirements include: 

 

¶ User registration (if required) 

¶ Display connection status 

¶ Manual configuration of wireless networks when the network cannot be 

automatically configured using WPS or Hotspot login 

¶ Enable/disable operation 

¶ Custom options such as mapping and location-based information display 

 

 

Easy WiFi Managed Supplicant 
 

Easy WiFi includes an advanced Wi-Fi supplicant which supports the entire suite of 

industry-standard Wi-Fi security protocols including WEP, dynamic WEP with 802.1X, 

WPA/WPA2 Personal, and WPA/WPA2 Enterprise. A full range of 802.1X Extensible 

Authentication Protocol (EAP) methods are provided to enable deployment in any 

type of enterprise security environment. It is straightforward for developers to 

remove code for unnecessary EAP methods, or add new EAP methods. 

 

Easy WiFi’s supplicant is referred to as a “Managed Supplicant” in consideration of 

the additional capabilities added through the Easy WiFi system, particularly remote 

management, provisioning of network definitions, and credential upload.  The 

Managed Supplicant can also be configured to operate on a completely standalone 
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basis, as a standards-based supplicant.  Moreover, the rest of the Easy WiFi 

technology can be implemented to work with existing supplicants that may already 

be present in a device. 

 

The Easy WiFi supplicant can store multiple network definitions (or preference lists) 

in order to easily connect to multiple wireless networks. For EAP methods utilizing 

certificates (e.g., EAP-TLS, EAP-TTLS, PEAP and optionally EAP-FAST), the Easy WiFi 

supplicant supports an interface to external SSL/TLS libraries for certificate 

processing. The open source OpenSSL library is included as a reference TLS library 

and is compatible with other small footprint commercial SSL/TLS libraries from 

Certicom and PeerSec Networks. The Easy WiFi supplicant has been tested to 

interoperate with the popular RADIUS authentication servers from Cisco Systems, 

Funk, Meetinghouse and Microsoft. 

 

The Easy WiFi supplicant includes several important features for home and enterprise 

use including Wi-Fi Protected Setup (WPS) and Cisco Compatible Extensions (CCX), 

which are described further below.  The Easy WiFi supplicant technology has been 

pre-tested with the Wi-Fi Alliance WPA/WPA2/WPS test plans and Cisco CCX test plan 

to ensure maximum compatibility in the customer implementation.  In fact, 

Devicescape’s WPA/WPA2 and Extended EAP mode implementations are employed as 

the golden reference standards in the Wi-Fi Alliance’s certification test bed.  Device 

manufacturers can thus have confidence that their Devicescape-based products will 

be interoperable and achieve Wi-Fi certification in a timely manner. 

 

Wi-Fi Protected Setup 
 

Easy WiFi includes a premium implementation of Wi-Fi Protected Setup (WPS).  WPS 

makes it easy for consumers to configure and use a wireless network in the home by 

avoiding the complexity of entering clumsy security keys. 

 

Easy WiFi’s Managed Supplicant operates in conjunction with the WPS module, and 

supports automated configuration of wireless security and network settings via both 

the WPS PIN code method and the convenient WPS pushbutton method.  The 

technology supports both WPS Enrollee and WPS Registrar modes for maximum 

flexibility for configuring or connecting to a WPS Access Point.  The Devicescape WPS 

solution has been tested using a superset of the Wi-Fi alliance test plan, and verified 

for interoperability against a large number of commercial access points. This ensures 

seamless compatibility and avoids some of the pitfalls with early WPS 

implementations. 

 

Cisco Compatible Extensions (Optional) 
 

In order to ensure interoperability with the large installed base of enterprise 

networking infrastructure equipment from Cisco Systems, Easy WiFi supports Cisco 

Compatible Extensions as an option. The CCX option provides for support up to 

version 5 of the CCX specifications (in conjunction with selected operating system 

platforms and Wi-Fi chipset drivers), and includes features such as enhanced EAP-

FAST, CCKM, CKIP, and Cisco roaming and voice features. Wireless devices using 

Devicescape Easy WiFi with CCX can take advantage of Cisco’s innovations for 

enhanced security, mobility, quality of service, and network management as an 

option for Cisco CCX Program Licensees. 
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Summary 
 

Devicescape Easy WiFi provides effortless, universal connectivity for the next 

generation of wireless devices.  Combining a small software client running on devices 

with a server solution and optional consumer-facing portal, Easy WiFi gives instant 

wireless network access to PCs, Netbooks, dual-mode phones, media players, game 

systems and emerging CE.  Easy WiFi uses an innovative approach that can be used 

with any Wi-Fi hotspot, municipal network, home network or enterprise network in 

the world, and which requires absolutely no changes or additions to these networks.   

 

Device manufacturers can leverage Easy WiFi to market products with out-of-the-box 

connectivity with a global choice of Wi-Fi networks.  Their customer satisfaction will 

improve, support calls and returns will diminish, and overall brand will be enhanced.  

Service providers will be able to tap a vast new market of billions of devices with 

new subscribers and service plans, and utilize Wi-Fi strategically to complement 

cellular access.  And, like device vendors, service providers will see enhanced 

customer satisfaction and lower support costs as users enjoy hassle-free wireless 

connectivity.  Finally, manufacturers and service providers will be able to work 

together more flexibly in order to market creative combinations of devices and 

wireless services.   

 

To learn more about Devicescape Easy WiFi and download a copy of the software for 

your Nokia handset or Internet tablet, Windows or Mac laptop, Windows Mobile 

smartphone, or Apple iPhone or iPod touch, visit www.devicescape.com. 

  

 

 

 

 

 

 

 

 

 

 

For additional information about Devicescape Easy WiFi, please contact us at: 

 

bizdev@devicescape.com, or 1 650 249 6561 

 

Devicescape Software, Inc. 

1001 Bayhill Drive, Suite 185 

San Bruno, CA  94066  USA 

www.devicescape.com  

 

 

© 2010 Devicescape Software, Inc.  The Devicescape and Devicescape Easy WiFi 

names and logos are registered trademarks or trademarks of Devicescape Software, 

Inc. in the United States and other countries.  Other names and brands may be 

claimed as the property of others. 

 

Patent Pending.  Technologies described in this document are subject to pending 

patents in the United States and other countries.  
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